
 
 

PROTECT 

PROTECT - INTERNAL USE ONLY 

  

Insider Threat 

24/7/2018 

Reference 18070002 



PROTECT - INTERNAL USE ONLY 

PROTECT - INTERNAL USE ONLY 

ALERT TYPE Insider Threat 

According to research over 50% of organisations have suffered an insider threat attack in the previous 

year. Further to this, 90% of businesses feel vulnerable to a cyber-attack from within the organisation.  

Insider threat actors potentially pose a greater threat than external fraudsters due to the unrestricted 

access they have to proprietary data and knowledge of the organisation’s inner workings. 

The NFIB has identified that insiders with access to confidential customer data are using basic operating 

system functions to exfiltrate data from corporate systems. Due to a lack of proper auditing or data 

control measures, these incidents are often not detected. 

 

Here’s what one convicted insider told us recently. 

 “Their systems are a joke.  All you have to do is press “Ctrl P” and whatever is on the screen is copied” 

“You can then print that off and take it away.  There is no audit trail.” 

 

Insider risk is particularly topical as a result of the recent imposition of the General Data Protection 

Regulations (GDPR).  The NFIB is committed to reducing opportunities for fraudsters and cyber criminals 

to get their hands on data that they can later exploit.   

 

 

Data Controllers, information security and data compliance within organisations 

that process or collect personal data 
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What to do next? Protect Advice: 

 

• When stored electronically, access to sensitive files should be restricted to relevant staff only. 

You should also consider encrypting the documents.  

• Monitor your employees for abuse of IT systems. Minor misdemeanours have the potential to 

escalate to serious frauds if they go undetected.  

• Have clear policies and procedures in place for dealing with fraud and ensure that that all of 

your staff are familiar with them. Make it clear that any criminal breaches of your policies will 

be reported to the police and other relevant authorities. 

 

 

 

 

 

What you need to do 


